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NATIONAL SECURITY DECISION

DIRECTIVE NO.

ST NATIONAL POLICY ON TELECOMMUNICATIO‘\JS/AUTDMATED
- 3 INFORMA‘I’ION SYSTEMS SECURITY

It is the responSibility of the Executive Branch to
properly safeguard 1nformation which concerns the security and
other v1tal lnterests of ‘the United States, including

government -held. information which bears on the individual rights

or privacy of . S persons Telecommunlcations and other

information systems which handle such informatlon in electronic -

“form- are 1nherently vulnerable to 1nterception, unauthorized
electronic access; and,related means of technical exploitation.
Assuring their seeurity integrity is therefore a national |
esnon51b111ty. f._g

- 1' Objectives ~To fulfill these respensibilities,'l

~direct that the nation's capabilities for securing

“telecommunication?and automated information systems against

- teéhnicai.explditation threats be developed, improved, and

maintained as- necessary to:

oo

e T T a}- ‘Assure availability of an adequate technical

base-uiihin both government and industry. -

T - b. ~Pro§ide-for reliable and continuing assessment
of threats and vulnerabilities.

| . ¢. Support other existing policy objectives for
national telecommunications and automated information resources.

d. Ensure effective use of protection resources.
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2. Policy Elements. National policy for the

protection of telecommunications and automated information
systems shall encompass the following elements:

“a. Systems whichAgenerate, store, process or
transmit classified inférmation in electrical form shall be
secured against explbitatibn.

b; Systems similarly handling othe: gdvernment-
derived information, tﬁe loss of which could adversely affect
the national intereét or the rights of U.S. persons, shall be
protected commehsuraﬁe with the risk of exploitation.

c. Systems which handle non-government information
of similar nature should be,protected:commensurate with the
threat of exploitation. The Qovernmeﬁt shall take necessarQ'
steps to identify such systéms and information and-formulaté
stratégies.ahd meésdres for providing pfotection. The private
sector shall be encouraged to undertake the application of such

measures in the national interest.

3. ~Implementation,

a. A Systems Security Steering Group is hereby
.'establiéhed to ensure a coordinated and effective national
effort, and shall'conéistlgf.the following: .
; (1) The Assistant to the President for

National Security Affairs, or his representative. (Chairman)

(2) The Executive Agent for Communications
Security/Executive Agent of the National Communications Systems
(8cs) . |

2 .
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(3) The Director of Central Intelligence.

(4) The Associate Director of the Office of

- Management -and Budget (OMB) for National Securlty and

Inrernaelonal Affalrs.

- [

L (5)_ The Director, National Security Agency

(NSA{.' (Executlve Secretary) -

"b. The Steerlng Group shall:

‘ﬁ;:4‘;;f7gﬁkgﬁe£;».,(l) Oversee the 1mplementat10n of ‘and prov1de

5% guldance to the hatlonal Informatlon Systems Securlty-Geeep with

respect to the ob]ectlves and pOlle elements stated hereln.
(2). Es»abllsh broad national objectlves and
prlorltles as may be reguired to implement thls Directive.

e (3) Review and approve consolldated resources

"ﬁrogram and budget Proposals, and other matters referred to it

:“by the™ Executlve Agent in fulflllmenr of re5pon81b111t1es

outllned in subparagraph (4), below.

:_::;-«r.-;;wneeu;f;(é) Annually review and evaluate the security

atus or nat ional telecommunlcarlons and automated information

_;5§s£emshw1tn respect to established objectives and priorities.rfﬁ&“aégzz

(5)' Interact with the Steering Group on

AfﬂetionelvSecurity.Telecommunicationsf’and through that GrouQ} ‘ -

w1tH the National Securlty Telecommunications Advisory Committee
(NSTAC), “o ensure that the objectives and pollcy elements of

this Dlrectlve are addressed.
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(6) Recommend for Presidential approval
additions or revisions to this Directive as national interests

© . reguire,

- - 4. The National Information .Systems Security

. -Coﬁﬁiétee. ’ '

i;w3Q ¢g¥l : - l _‘al The vatlonal Informatlontgystems Securlty
'jj_E»1Comm1ttee (NISSC) is hereby establlshed and will operate under

'7Ln;i-lithe dlrectlon of the Systems Security Steering Group to consider
technlcal natters and aevelop operating pollc1es as. necessary to

'urﬁ*.lmDWemene tbe prov;sxons of this Directive. The Committee shall

B -1 composed of a representative of each of the follow1ng-—

£

. The Secretary of State | VAN
S ' | sl
I s ' The Secretary of The Treasury jﬁﬁv n
4tfi_@f :—’“:"“‘“*;'“ - The Secretary of Energy L

The Secretefy-of T:ansporﬁation_

= . :-‘_ -.-_;;.T v._ | Tﬁe Attorneylceneral

S - IR The Secretary of Commerce
j:?ffi;:;;i-;::;.?iiii-‘k“;he Dlrector, Office of Management and Budget

The Chief of Staff, United States Army

- The Chlef of Naval Operatlons

'

]

:
ol
e

w '-7'The Chief of StafL, Unlted States Air Force

s The Chalrman, Joint Chlefs of staff
T S The Dlrector, Central Intelligence Agency
e o -;he DlrecLor, Federal Emergency Management

Agency
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The Administrator, General Services.

- . | Administration

T . - - The Manager, National Communications .
| System - -
R o L The«Director, National Security Agency
| ‘ ) | (voting‘Chairman)
b, The"Cpmhiﬁﬁgé_shall:
€~5¥ﬁg A~;fled f*.meTi (l) Eétébiish such spedific operating
: pOlléléS, ObjeCulVES, and priorities as may be required to

1mplement thls Dlrectlve”

——— g g .

.x:gﬁ;=¥-.u L ffﬁ- {2y Submlt to the Systems Securlty Steerlng

o ( F |
Group an annual evaluatlon-of the status of national R

AR “teleCOMmunications and information resources security with

f%LLPEuﬂréégéégtéé-géEgBliéhgd objectives and priorities.... .. -
- fgi;f“"l'f-“ e (3)- Administer mafters pertaining to the
‘“"4“f~-release-of Sensitivé-Security.information, technigues, 'and
s ﬂatnrlals to ‘foreign governments or international organlzatlons

- MA»CCZ{AWW{I}—%#WAKTW B CiA, 2
- mwer=fwray ! Establish and maintain a natlonal issuance

*;gip:5fsystem_for"promulgating the operating policies, directives and

B guidance which may be issued pursuant to this Directive,

—ee TR . (S) Establlsb_permanent-aﬂd_xempeﬁanyx
’ cw t 5 bet J-}‘\.WM Ll gt #W %MN—-L&J-‘,-
~-subcomn1tteeé as necessary to discharge its re5pon31b111t1es R A
T R lbj@mwdwwhw P stk by - N

e. The Committee shall make recommendations to the =i /c”’
-~ - Steering Group on Committee membershlp, and may establish

criteria and procedures for permanent observers.

. ] _ - F“mF“% Ll
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Reéresentatives of other departments or agencies affected by

S specific matiers under deliberation will attend upon invitation

_:‘_Y<' of the.@haegmaniéiI;;me ﬂﬁ“f

; R £, The Committee shall have a perﬁanunt
eeeretar1a£ composed of personnel of the National ¢ ecurity

:-Agency. The secretarlat may be augmented a8 necessary by
personnel prov1ded by the Departments and Agencies represented

- —_—
e on the Board in re5ponse “to the Chairman's reguest. The

5'-'Nat10nal ecurlty Agency shall provide facilities and. support as

- _ - <.~ reguired.

TSI 3.. The Executive Agent of the Government for

Communications Security. | | | | (::::::::::

The Secretary of Defense is the Executive Agent of 7?

- : ¥ .
iﬁ?ﬁf&:‘the Government for Communlcatlons Security. In this capacity he 'l

fi*“'“’shall serve an expanded role to act within policies and o !
i procedures establlshed by the Systems Security Steering Group

- and the NISSC to-

- - -f ‘ T " a. Ensure the deVelopment, in conjunction with

.7+ . .RISSC .member Departments and Agencies, of plans to fulfill the

4;' : ocbjectives ég_ggif\iirective,-including the formulation of (:::::::::?

necessary*securlty archltecture

TR L b. FUlflll requlrenents of the Federal

Jr——

- Government for %echn4ee;-secur1ty material and related services,

ANy

c. Provide or approveneecurity standards and

doctrine.

A T S o T S e
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B R N . d. Conduct or approve research and development

‘of security technigues and equipment.

" e. Operate or coordinate the efforts of
Governﬁeat technical centers related to telecommunications and

R automated 1nformatlon systems securlty.

f g DeveloP and submit to the Steering Group

: and the Congress a proposed National Telcommunlcatlons and

e Idformatlon Systems Securlty Program budget for each fiscal

- e s u e

;‘:f"-yearréje

iz ‘-nw~‘-: '"';J_GLﬂ Tbe Director, Natlonal Security Agenoy.

T R R e T Phe Director, Nat10na1 Security Agency is’ jf : ' )
/Wr»cb?-’“"'"”” Foc 7 a_&,/a:? VAM T _ ;
S responsxble for executlnglthe foregoxng responSLbllltles of . tpe’ .
~—

"

—

- *mvvw»Secreeary of Defense. as Executive Agent -In fulfilling these

:,{;;L_ repon51b11t1es he shall have authority to: o o
-J‘j._:'i£7” ";;ffizl - a. . Empirically examine federal |

St telecommunlcatlons and associated electronic 1nfoxmat10n y
gt miaoie DT et Qe (TC3 JaTiPo asdetisf b T BT
Lai-l-ek- handling systemsAand evaluate their vulnerablllty to hostile Gub*dJD

o {’f i iﬂferceptlon and explOltatlon.‘ Any such activities, 1nclud1ng

"i;i . those 1nvolv1ng monltorlng of off1c1al telecommunications, shall

U be conducted in.strict compllance w1th the law and other

appllcable directives. < btT B S Skt auncnak sahare J 3

‘QUAA SAF N e_,,, r‘ff"‘""f"\ MWT'L ¢, oz*;:.-u\-:;
e Act as Lhe single government focal point

S for all matters related to cryptography to include; conducting
research and development-dprescrlblng or approving all

standards, techniques, systems and- equipments; and conductlng

U T G AT 7

e e T T NRAET
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liaison with foreign governments, international organizations,

—— . 7,'\
and private 1nst1tut10ns<;qc,gTwJAwwo o L« crorebiansl £ ot bCf>

c. Operate such industrial ;acilities as maé
Rl ltuidlnbelan

: z
be requlred to perform critical functions related to the /

provxslon of cryptographlc and other sensitive security

n

:té ;.. .._:1,,..6-" Operate a central technlcal center(s) to

Av

\aSsess’ and- dlssemlnate 1nformatlon on hostile threats to (;:::::::::,
natxona1 telecommunlcatlons and information systems security

Wb& W WM# ML,

e Operate a central technlcal center(s) to Fk%rmm -

LT Nécf

' evaluaté the . securlty of telecommunlcatlons SYSLemS conputer

systems and data networks, and to conduct or sponsor research

and development of security technigues. ‘k07;;ak
FPE . .o ... . W

2heoae”he sl ', Prescribe thepcontrol systems and standards

for protecting cryPtographic and other sensitive security

~

7. The Director ‘of Central Intelllgence shallfﬁfszfwna~d-?3

""1ndent1fy to the NISSC aaé*the’Dtreetor~—NSA as approprlate,

‘ any unlaue handllng requlrements assoc1ated with the protection -

of sensxtlve compartmented intelligence.

—

—

82“ The Secretary of Commerce, through the Dlrector,,rau_ D
’

National Bureau of Standards, shall issue such standards for the

securlty of telecommunications and other electronic information
frts5C~

resources as the Director—N5A—may approve and authorize for

public release in accordance with authorities assigned herein.

ST ' = oY) o Y S W el
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-f;i'i _"' : 9., The Di:ector,‘0ffice of Management and Budget shall
7§f5.‘ review forsoonsistency with this Direotive, and amendtas

F;:-if approprxate, qu Circulars A—7l (Transmittal.Memorandum Neo. 1),
Y oM circular A-76 as amended and other OMB policies and

e ‘f:regulatlons whlch may pertaln to the subject matter hereln.
1o, The Heads of Federal Departments and Agenc1es

:ge¢~«m5hall-~f;.é~wa?- v i,' - B SR '
ff;}7§§‘fe%~‘{€f';f‘fa; Conform w1th any pOlﬁgles, standards and (::::::::::;

s

Tl doctrlnes 1ssued by roper authority ursuant to thls Dlrective

L - S e

-<i. - the NISSé;mthe‘Secretary of Defense as Executive Agent, and the

P ]QeFﬁh b_. Prov1de to the Systems Securlty Steerlng Group,

. Director, National‘SecufityAAgency such information as they mayi

o ~_.reqqire‘toodischafge reSponsibilitiee assigned herein, o <::::::::::
;%fﬁf.f T T ﬁothing<in;£his'birective shall: i e -

" Alter the existing authorltles of the Director
- Fhaliout | bl ]
~ T 7 Lof Central Intelllgence for the overall direction, coordination
5*ﬁ?%£--and _supérvision .of intelligence.-matters, nor his respon51b111ty
‘to. act as Executlve Agent of the Government for technical
‘“:f*jﬂ secur1ty countermeasures (TSCM) ‘against bugging, eavesdropplng
and related forms of survelllanoeaﬂ—~' ' "dzﬁﬂﬁﬁﬁ L prsmaens "jxi

ﬁi-‘ Mpr - > /7—"‘-‘{-4 Nt 7 s t,,r\ .-Q_A-J‘.J,.c..d-f Mr oy CG”':'FC -c/.-:—&_nw, _
e 7 b. lee;;he’the NISSC, the Secretary of Defense,

- -or the Director, National Security Agency authority to inspe?ﬁ:::::::::,
T ~ the personnel, facilities, or internal operations of other
. departments and agencies without their approval. This provision

does not constrain the authority of the Director, NSA to monitor

9

S e DA '
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telecommunlcatlons or the emissions of other electronic
lnformatlon ‘systems consistent with paragraph ll.a., above
eV LT T c.- Amend or contravene.the provisions of other,
. ffegistiné diréétives thch may pertain.to the financial
maﬁagéﬁgﬁt of automated information resources or to the

administrative requirements for safeguarding such resources

- against:fraud nabuse, and waste.

”ilzgﬁ'For “the purposes of this Dlrectlve, the following

ﬂJgngr terms shall have the meanlngs 1ndlcatEd

:3c:;“g-a.f Telecommunlcatlons means. ‘the creatlon,

gLt
1
Ll

SR T preparation,fmanipulation, transmission, communication or
related processing of information by electrical,

elec*romagn +1c, electromechanlcal or-electrb—optical means,

PO S R

E%-i;1h3+;nﬁ=mn;f;s<»b Automated Informatlon Systems means systems
UL which_create,.prepare; manipulate or process information in
electronic . form for purposes other than.telecommunicatioﬁf and

T includes”computers, word processing systems and associated

cu1pmen;.

S - .  Telecommunications and Information Systems

" ——— L —— ———r — e e s

" Security-means protection afforded to telecommunications,

agtomated.ithIMation systems, and other elecfionic informatioﬁ

- ~.handling systems in order to prevent e#ploitaﬁion threugh'
interception, unauthorized electronic access, or related
technical intelligence threats, and to ensure authenticity.

. Such protectlon results from the application of security

T measures>(1ncludlng cryptosecurlty, transmission security,

lO
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S ‘Al'e_rdissiion_ sec&rity,. and computer security) to systems which

_ c— -‘:ge't—ue"raté,‘: héﬂr;d:i-é, ©or process information of use to an adversary,
"':_: and ‘also 1ncludes physical protection of sensitive security
-‘-_1 -resourées and materlals . .

;::—“ T 13. PD/NSC—-24 is hereby superseded.
ey b )

p‘-l-u o

mmﬂ
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